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David M. Walker, Comptroller General
Government Accountability Office

441 G St., NW

Washington, DC 20548

Dear Comptroller General Walker:

In 2003, the President’s National Strategy to Secure Cyberspace recognized that America needed
to be prepared for the possibility of debilitating cyber incidents and develop a national cyber
disaster recovery plan. In 2003, the Congress amended the Defense Production Act (DPA) to
clarify that the federal government could use these authorities to prioritize the delivery of
products and services to speed recovery of critical infrastructures.

The federal government has long maintained detailed policies, plans, and programs to ensure
voice communications in all circumstances. However, it is unclear what policies and programs
the Department of Homeland Security (DHS) has developed as part of their national cyberspace
security response to ensure that the nation has the requisite capabilities to recover key internet
capabilities.

In addition, since the late 1990’s the federal government has been developing capabilities for
cyber analysis to provide comprehensive information on changes in threat conditions and newly
identified system vulnerabilities, as well as timely warnings of potential and actual attacks. The
primary challenges have included obtaining, analyzing, and synthesizing intelligence, law
enforcement, technical data, and other information to identify patterns that may signal that an
attack is underway or imminent. These challenges have impeded capabilities to conduct tactical
analysis pertaining to individual cybersecurity incidents, and strategic analysis to determine the
potential broader implications of individual incidents.

In 2002, DHS was assigned important responsibilities in cyberspace security. Subsequently, the
President’s National Strategy to Secure Cyberspace also stressed the need to improve cyber
analysis functions. In 2003, Homeland Security Presidential Directive 7 assigned the department
the responsibility for establishing an indications and warning framework for cyberspace. This
month, the President released a National Counterintelligence Strategy that highlighted the need
to detected foreign intelligence penetrations of America’s cyber systems. Clearly, developing
cyber analysis capabilities are essential for protecting America from Current and future threats.
We would like the Government Accountability Office (GAO) to pursue the following:
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Evaluate DHS plans, programs and capabilities for recovering and reconstituting essential
internet mechanisms in response to a debilitating disruption;

Identify any joint-industry documents that have been developed for recovering internet
functions or other identified requirements;

Assess the extent to which the provisions of the Homeland Security Act and other laws
such as the DPA might be used to support the development of collaborative Internet
recovery plans with industry;

Moreover, GAO previously identified significant challenges related to cyberspace security,
including the need for a strategic analytical capability for computer-based threats and a
comprehensive government wide data-collection and analysis framework. Accordingly, we
would like GAO to conduct a detailed review of federal capabilities for cyber analysis and
identify pertinent functions or capabilities in the private sector that might assist federal efforts.
Specifically, we would like GAO to pursue the following:
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Identify the federal homeland security, law enforcement, defense, and intelligence
organizations involved in analyzing and warning of computer-based attacks, and their
roles, responsibilities, and processes;

2. Assess the gaps between necessary analysis and warning capabilities and the
government’s current capabilities;

3. Determine the cyber analysis and warning capabilities of non-federal entities;

4. Identify any impediments to developing federal capabilities, including technology,
policy, law, or human capital;

5. Determine what tools and techniques are available to help agencies attribute cyber-based
attacks and capture and maintain forensic evidence useful for law enforcement
investigations and homeland security analysis.
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